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Agenda

Scott King

Director Embedded Security

Scott has over 20 years experience providing 
customized software solutions to enterprise 

customers in mobile, supply chain and DevOps. 
Scott invests his time researching mobile app 
security and worldwide mobile threat events.

1. Operating System Vulnerabilities
2. App Shielding
3. In-App Protection
4. Breach examples
5. What is the difference?
6. App Security Checklist

https://www.linkedin.com/in/thescottking
https://twitter.com/thescottking
https://www.zimperium.com/
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In the 1H19, Apple patched 185 CVEs 
compared to 120 during the same timeframe 
last year, or an increase of 54%. 

Key Finding: Mobile OS vendors created 
patches for 440 security vulnerabilities (a 
30% increase over 1H2018), the majority of 
which were critical. 
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Key Finding: Mobile OS vendors created 
patches for 440 security vulnerabilities (a 
30% increase over 1H2018), the majority of 
which were critical. 

Google patched 255 CVEs compared to 492 
during the same timeframe last year, or a drop of 
48%. 
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OS Risk Perspective

CVE report trends 
for the two highest 
severity levels in 
iOS and Android.
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More than 70% of critical iOS vulnerabilities would allow 
an attacker to execute arbitrary code 
2018 – Q1 2019

cve.mitre.org
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Even with Best Practices, Apps are Compromised with the Device
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Hardening raises the barrier to entry, 
but

I f  t h e  w a n t  i n ,  t h e y  w i l l  _ _ _ _ _ _ _ _ _ _ .
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Bank malware captures SMS 2FA
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Hackers Steal £2.5 Overnight from 
Tesco by Reverse Engineering Mobile 

App

“It has been revealed weaknesses in the 
bank’s mobile applications left the door 
open for cybercriminals to brute force their 
way in and take more than £2.5 million of 
customers’ money…”

The Financial Conduct Authority (FCA) later 
fined Tesco Bank £16.4m for “failing to 
exercise due skill, care and diligence in 
protecting” its current account holders. 

Sources: 
https://www.theguardian.com/business/2016/nov/08/tesco-bank-cyber-thieves-25m
https://www.fca.org.uk/news/press-releases/fca-fines-tesco-bank-failures-2016-cyber-attack
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British Airways Breached

Intruders captured over 380,000 credit card 
numbers from users booking travel via the 
airline’s mobile app and website.
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Are the apps you build secure?

Verizon Mobile Security Index 2019

70% 53%

Do you build your own app? Are you concerned about insecure coding?
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70% of Fraud Originated in a Mobile Browser/App

40%
45% 45% 45%

39% 39% 35% 32% 35%
29% 27% 30%

42%
37% 37% 39%

36% 36%
36%

32% 26%
31% 36%

49%

18% 18% 17% 15% 24% 25% 29% 36% 39% 40% 37% 21%

Q1 2016 Q2 2016 Q3 2016 Q4 2016 Q1 2017 Q2 2017 Q3 2017 Q4 2017 Q1 2018 Q2 2018 Q3 2018 Q4 2018

Web Mobile Browser Mobile App

RSA Fraud & Risk Intelligence Service, October 2015-December 2018
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Internal Network Access
MITM
MITM - ARP
MITM - Fake SSL certificate
MITM - ICMP Redirect
MITM - SSL Strip
Rogue Access Point
SSL Downgrades
TCP Scans
Unsecured WiFi

Mobile Threat Defense and Remediatoin

Malware

Abnormal Process Activity
Device Tampering
App Tampering
Malicious Processes
File system changed
System Tampering

No Encryption
No Device Pin
Malicious Processes
SELinux Disabled
Sideloaded App(s)
Stagefright Vulnerability
Third Party App Store Enabled
USB Debugging Mode Enabled
Device jailbreaking / rooting
Debugger Detection
Emulator Detection

Device jailbreaking / rooting
Debugger Detection
Emulator Detection
Obfuscation

App Tampering

Your App

Establish VPN connection

Restrict access until password reset

Restrict or limit mobile transactions

Increase user risk score 

Custom Rules and Remediations

Mitigation (Examples)

Deny Authentication / Lock account

Delete Data / Clear Cache

Route to Compromise
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Mobile Threat 
EventsMonitor mobile threat events via 
your mobile apps. Mitigate 
device compromise and 

Update App in Stores
Update app in App Store and 
Google Play. Users automatically 
receive new version and 
immediately are protected 
against malware and network 
attacks while using the app.

zIAP Administration
Console
Create users, download 
documentation and SDK files.

Install Mobile Threat 
Detection SDK
Install zIAP mobile threat 
detection SDK and configure 
optional local remediation 
logic.

Implementation 

1 2 3 4

Your App
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16,139 Rooted and Jailbroken Devices

3,125 Compromised Networks

2,231 Malicious Apps

1,247 Compromised Devices (in 30 days)

Mobile threat detection aids in 
reducing $1.1 Billion of fraud via the 
mobile channel.

Global Bank Detects Fraud via Mobile Channel
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Mitigation Checklist

Code Obfuscation

Anti-debug

Anti-tampering

Jailbreak / Root Detection

Whitebox Cryptography

Malware Detection

Bot or Clickjacking Detection

Zero Day Detection

MITM Detection

Configuration Risk

Vulnerability Detection

Threat Event Forensics

zDefendzShield
Cryptography
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Questions?

Scott King

Director Embedded Security

Scott has over 20 years experience providing 
customized software solutions to enterprise 

customers in mobile, supply chain and DevOps. 
Scott invests his time researching mobile app 
security and worldwide mobile threat events.

eMail: king@zimperium.com

Sign up for your free 
zIAP evaluation 
console today.

https://www.linkedin.com/in/thescottking
https://twitter.com/thescottking
https://www.zimperium.com/
mailto:king@zimperium.com
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Zimperium.com

https://www.linkedin.com/company/1630757
https://twitter.com/zimperium
https://www.zimperium.com/

