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BlackRock Mobile Malware

BlackRock - an advanced Android malware derived from Xeres malware - evades detection and steals login credentials or 
credit card data from 337 different mobile banking, shopping, lifestyle, and video apps.

BlackRock contains instructions to provide credit card overlays on 111 different apps. Half of the apps targeted (55) are 
Books and Reference apps, a third (33) are Communication apps, and the remainder constitutes Dating, Lifestyle, and 
Video player apps. Many of these apps are new targets since the coronavirus pandemic changed mobile usage and user 
habits. According to App Annie, the average weekly time spent in Android mobile apps increased by 25% during the first 
half of 2020 compared to 2019. A large portion of the increase constitutes dating and business video apps as users are 
limited to connecting online vs. in person.

BlackRock also contains code to phish credentials using display overlays from 198 different Finance apps. It targets eight 
(8) shopping apps and the remainder from Auto, Communication, and Entertainment categories. The latest version of 
BlackRock suppresses functions from 297 mobile security apps.
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Mobile Phishing Trends

Phishing threats 
have increased 
since the 
coronavirus 
pandemic

Source: Zimperium
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Malware by Type

35%

34%

16%

9%

4%

1%
0% 1% 0% 0%

Exploit
Riskware
Banking
Trojan
Malware
Hacktool
Android
Adware
Spyware
Other

Source: Zimperium



Threat Advisory: BlackRock Malware – Zimperium, Inc.Source: RSA Quarterly Fraud Report,  Q1 2020

$218
$249 $269

$364

$0

$100

$200

$300

$400

$500

$600

$700

$800

Americas UK EU AU / NZ MOBILE

Average value per fraudulent transaction

25



Threat Advisory: BlackRock Malware – Zimperium, Inc.Source: RSA Quarterly Fraud Report,  Q1 2020

$218
$249 $269

$364

$764

$0

$100

$200

$300

$400

$500

$600

$700

$800

Americas UK EU AU / NZ MOBILE

Average value per fraudulent transaction

26



Threat Advisory: BlackRock Malware – Zimperium, Inc.

How BlackRock Works



Threat Advisory: BlackRock Malware – Zimperium, Inc.

How BlackRock Works



Threat Advisory: BlackRock Malware – Zimperium, Inc.

How BlackRock Works



Threat Advisory: BlackRock Malware – Zimperium, Inc.

How BlackRock Works



Threat Advisory: BlackRock Malware – Zimperium, Inc.

How BlackRock Works



Threat Advisory: BlackRock Malware – Zimperium, Inc.

How BlackRock Works



Threat Advisory: BlackRock Malware – Zimperium, Inc.

How BlackRock Works



Threat Advisory: BlackRock Malware – Zimperium, Inc.

How BlackRock Works



Threat Advisory: BlackRock Malware – Zimperium, Inc.

Latest Version Disguises as Flash Player

Latest version appeared on
September 21, 2020
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C2 Server Changed IP Addresses

176.121.14.127
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C2 Server Remains Online
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Communication with C2 Server
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Decryption Routines in Plain Sight
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Layover Image Retrieval
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Target Device Data Retrieval
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Multiple Target Languages
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Protect Your Apps

•
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Remediate Mobile Threats



Threat Advisory: BlackRock Malware – Zimperium, Inc.

Reduce Mobile Risk Exposure
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Contact Us:

blog.zimperium.com

zimperium.com/contact-us

info@zimperium.com

https://blog.zimperium.com/
https://www.zimperium.com/contact-us
mailto:info@zimperium.com

