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Agenda

Scott King
Director Embedded Security

Scott has over 20 years experience providing 
customized software solutions to enterprise 

customers in mobile, supply chain and DevOps. 
Scott invests his time researching mobile app 
security and worldwide mobile threat events.

1. Teen decision making and driver statistics
2. Why are teens such bad drivers
3. Accident causes
4. Mobile app failures
5. Mobile app threats and causes
6. Decision making and remediation
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Average Annual Car Insurance Premiums by Age
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Passenger vehicle crash rates per mile traveled, by driver 
age, 2017
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Premiums by Age vs Accident Rates

Source: https://www.thezebra.com/car-insurance-age/
Insurance Institute for Highway Safety
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Brain Development
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Physical Changes

Source: AAA
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Emotion
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Impulse Control



Treat Your Mobile App Like Your Teenager - All Rights Reserved © 2019Source: AAA

Judgement
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Detection

Source: AAA
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Remediation

Source: AAA
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How do you deploy a threat sensor in your mobile app?

Source: AAA
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Hackers Steal £2.5 Overnight from 
Tesco by Reverse Engineering Mobile 

App

“It has been revealed weaknesses in the 
bank’s mobile applications left the door 
open for cybercriminals to brute force their 
way in and take more than £2.5 million of 
customers’ money…”

The Financial Conduct Authority (FCA) later 
fined Tesco Bank £16.4m for “failing to 
exercise due skill, care and diligence in 
protecting” its current account holders. 

Sources: 
https://www.theguardian.com/business/2016/nov/08/tesco-bank-cyber-thieves-25m
https://www.fca.org.uk/news/press-releases/fca-fines-tesco-bank-failures-2016-cyber-attack
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Britain’s data protection watchdog says it will fine British 
Airways £183.39 million ($229.2 million) under GDPR for 
security weaknesses that made it possible for hackers to 
steal information about 500,000 customers.
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Hackers hijack 7pay mobile app to make 
illegal charges to customers.



Treat Your Mobile App Like Your Teenager - All Rights Reserved © 2019

Mobile Attack Surface
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Source: NowSecure Mobile Security Primer, OWASP Mobile AppSec Verification v1.1
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Mobile Attack Surface
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§ Server Misconfigurations
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§ Cross-Site Request 

Forgery (CSRF)
§ Weak Input Validation
§ Brute Force Attacks
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Mobile Attack Surface
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Mobile Attack Surface
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Mobile Attack Surface
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Mobile App Security Tooling
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No amount of app hardening can 
detect a cyberattack.
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You cannot remediate an attack 
you cannot identify.
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Android CVEs registered 2018 – April 2019

CVEs registered 2018 – April 2019
cve.mitre.org, Alphabet, Inc.
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iOS CVEs registered 2018 – April 2019

CVEs registered 2018 – April 2019
cve.mitre.org, Apple, Inc.
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72% of critical iOS CVEs allowed code injection

CVEs patched 2018 – March 2019
cve.mitre.org, Apple, Inc.

Critical Vulnerabilities 

72%

Code injection

62%
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70% of Fraud Originated in a Mobile Browser/App
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Are the apps you build secure?

Verizon Mobile Security Index 2019

70% 53%

Do you build your own app? Are you concerned about 
insecure coding?
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OWASP Mobile Top 10
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OWASP Mobile Top 10
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Insurance agencies want data on your driving
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16,139 Rooted and Jailbroken Devices

3,125 Compromised Networks

2,231 Malicious Apps

1,247 Compromised Devices

Mobile threat detection aids in 
reducing $1.1 Billion in fraud via the 
mobile channel.

Global Bank Detects Fraud via Mobile Channel
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Your app starts driving

Status Quo App Update Week 1 Week 2 Week 3 Week 4

ABNORMAL_PROCESS_ACTIVITY

ARP_SCAN

CAPTIVE_WIFI

MALWARE_DETECTION

DAEMON_ANOMALY

DEVELOPER_OPTIONS_ON

DNS_CHANGE

ENCRYPTION_NOT_ENABLED

FILES_SYSTEM_CHANGED

GATEWAY_CHANGE

NETWORK_HANDOFF

PASSCODE_NOT_ENABLED

PROXY_CHANGE

SSL_MITM

TCP_SCAN

UDP_SCAN

UNKNOWN_SOURCES_ON

UNSECURED_WIFI_NETWORK

USB_DEBUGGING_ON
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Malware

Internal Network Access
MITM
MITM - ARP
MITM - Fake SSL certificate
MITM - ICMP Redirect
MITM - SSL Strip
Rogue Access Point
SSL Downgrades
TCP Scans
Unsecured WiFi

Abnormal Process Activity
Device Tampering
App Tampering
Malicious Processes
File system changed
System Tampering

No Encryption
No Device Pin
Malicious Processes
SELinux Disabled
Sideloaded App(s)
Stagefright Vulnerability
Third Party App Store Enabled
USB Debugging Mode Enabled
Device jailbreaking / rooting
Debugger Detection
Emulator Detection

Mobile threat detection and mitigation 

Device jailbreaking / rooting
Debugger Detection
Emulator Detection

App Tampering

Your App

Establish VPN connection

Restrict access until password reset

Restrict or limit mobile transactions

Increase user risk score 

Custom Rules and Remediations

Mitigation (Examples)

Deny Authentication / Lock account

Delete Data / Clear Cache

Route to Compromise
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Mobile Threat Events
Monitor mobile threat events via 
mobile apps. Modify business logic 
to reduce fraud and claims to 
increase margins and customer 
satisfaction.

Update App in Stores
Update app in App Store and Google 
Play. Users automatically receive 
new version and immediately are 
protected against malware and 
network attacks while using the app.

zIAP Administration
Console
Create users, download 
documentation and SDK files.

Install Mobile Threat 
Detection SDK
Install zIAP mobile threat 
detection SDK and configure 
optional local remediation logic.

Get the threat data (accidents) from your app

1 2 3 4

Your App
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Questions?

Scott King
Director Embedded Security

Scott has over 20 years experience providing 
customized software solutions to enterprise 

customers in mobile, supply chain and DevOps. 
Scott invests his time researching mobile app 
security and worldwide mobile threat events.

• eMail: king@zimperium.com

• More info: zimperium.com/ziap-in-app-protection

http://zimperium.com
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Secure your app


